
Case Studies

Thales Data Protection on Demand



It’s Not Just Data Protection.  
It’s Data Protection On Demand.

Data Protection on Demand is a cloud-based plat-

form that provides a wide range of on-demand 

cloud HSM and key management services through 

a simple online marketplace. Data security is made 

simpler, more cost effective and easier to manage 

because there is no hardware to buy, deploy and 

maintain. Just click and deploy the protection you 

need, provision services, add security policies and 

get usage reporting in minutes.



Organizations are actively working to prevent data breaches by 
encrypting their sensitive information. Encryption isn’t a foolproof 
security measure, however. If attackers get control of an organiza-
tion’s encryption keys, for instance, they can use them to decrypt 
its data and thereby steal its plaintext contents. 

Fortunately, organizations can bolster their implementations of en-
cryption by practicing good key management. A standard means 
for managing their keys is to use a hardware security module 
(HSM) to protect their encryption keys against tampering across 
their entire lifecycle. That being said, organizations need to keep 
additional considerations in mind if they’re looking to extend their 
key management efforts across their cloud environments.

Examining the overall benefits of HSMs through a variety of use 
cases, it’s easy to recognize the growing need for HSMs to meet 
organizations’ key management needs in hybrid cloud environ-
ments. Thales leads the way in offering its market-leading HSMs 
to customers across hybrid, cloud and on-premises environments.

According to the TechTarget Network, HSMs are used to provision 
cryptographic keys for critical functions such as encryption, de-
cryption and authentication for the use of applications, identities 
and databases. Three of the leading use cases for employing an 
HSM that we’ll focus on in this eBook are root of trust, public key 
infrastructure, and code signing.

Data Protection on Demand Use Cases
This eBook explores Data Protection on Demand customer use 
case stories. The first part is a collection of customers who have 
permitted us to use their name and tell their story for marketing 
purposes.  We have removed some details for the remaining 
stories for which we do not have permission to publically use their 
names. 



End Customer Benefits

The benefits of the fully managed Fujitsu PKI service with the
embedded DPoD Cloud HSM include:

* Reducing the complexity of securing Certificate Authority Servers 
across the cloud/hybrid and on-premises environments

* Fully automating service orchestration to reduce complexity and 
overheads

* HSM as a managed service provides redundancy, high availabil-
ity and backup services as a standard part of the 99.95% SLA

* Cost-effective with zero upfront investment, low TCO, and flexi-
ble usage-based pricing

* Proven and tested HSM brand quality
* Separation of Roles and Least Privilege helps to protect the con-

fidentiality, integrity, and availability of key material to mitigate 
security risk from unauthorized access

Fujitsu New Managed Service Uses
Data Protection on Demand to

Secure Microsoft Certificate Authority



The Challenge

Many Fujitsu customers use Microsoft as a Certificate Authority (CA). One of those customers, a European pharmaceutical company, 
asked Fujitsu to help increase the security of its PKI infrastructure. As a healthcare organization, it faced increasing regulations, partic-
ularly related to data protection, data privacy and audit controls and so realized it needed to shore up its key management practices. 
With DPoD, Fujitsu improved key management practices associated with protecting personal health information helping to underwrite 
regulatory compliance.

Thales worked in close cooperation with the regional distributor, Exclusive Networks. Exclusive Networks is very familiar with the Thales 
product suites and have enjoyed a long and successful partnership for many years. Fujitsu’s initial recommendation was for Luna hard-
ware security modules (HSM). However, as the customer sought to reduce capital expenses, DPoD’s operating expense-based model 
better suited its needs.

Capitalizing on the Offer

• Bundled HSM and PKI increases value of managed services to 
customers

• Pre-configuration reduces technical skill requirements

The Solution 
DPoD service, HSM On Demand for Microsoft ADCS (Active Di-
rectory Certificate Services) enforces hardened boundaries for the 
Microsoft Root CA’s cryptographic signing key, which is used to 
sign the public keys of certificate holders ensuring the security of 
the trust hierarchy. It can be used as a stand-alone service or in 
conjunction with on-premises SafeNet HSMs.

As a result of the successful deployment of HSM On Demand for 
Microsoft ADCS service, Fujitsu sees the potential to upsell other 
DPoD key management and encryption services to both existing 
and new customers. Fujitsu also offers SafeNet Luna HSMs as an 
option. So, if a customer requires an on-premises appliance, they
can provide that stand-alone, or as a hybrid offer bundled with 
additional DPoD subscriptions.

“With all of the regulatory pressures surrounding an or-
ganization’s data, key management without an HSM is 
simply unsustainable. In an industry like healthcare that 
holds particularly sensitive data, organizations have to do 
everything possible to ensure that only the right people 
can access the right data for the right reason. Traditionally 
on-premises HSMs have played an important role in pro-
tecting data but organizations are now seeing the benefits 
and cost efficiencies with cloud-based PKI environments, 
and in the ability to support hybrid, multi-cloud environ-
ments.

With DPoD we have been able to deliver a more flexible, 
but secure, PKI environment for our customers and help 
them to protect their data and their budgets.”
 
  - Petri Heinälä,  
  Security Offering Architect, Fujitsu



End Customer Benefits

There are many benefits to deploying and managing 
encryption, managing keys and hosting HSMs on-de-
mand and from the cloud, including:

• Zero upfront investment
• Cloud-agnostic
• Up and running in less than 5 minutes
• OpEx only usage-based billing
• SLA - 99.95% availability
• Automatic failover included
• Key backups are automatic
• Key and crypto operation metrics and reporting
• Elastic, automatic scaling
• Low TCO
• Unrivaled peace of mind

Identify3D expands its security
offering with Thales cloud-based

HSM as a service solution

“Thales approached this from the 
start as a partnership. With Thales it’s 
easy to scale, upgrade, move keys 
around, add new firmware function 

and support remotely.”

 — Doug Peterson, Senior 
Field Application Engineer



Business Need

Digital manufacturing is on the rise and the need to protect data 
throughout the supply chain process is critical at every step, but 
security providers in this relatively new field are mostly startups. 
Identify3D has a big differentiator—experienced staff, and a 
focus on security as an integral part of the business process. 
The team at Identify3D are well versed in the world of security, 
in particular Hardware Security Modules (HSM). They know their 
stuff and don’t skimp on security. Securing the intellectual prop-
erty of their customers relies upon this key requirement. Security 
is key for Identify3D, with customers across the globe, in a range 
of different verticals including extremely security-conscious aero-
space and defense organizations, as well as automotive and 
medical devices, at various manufacturing facilities.“

“Security is integral to everything we do,” said Chief Strategy 
Officer Stephan Thomas. “With other companies in our space, 
security is bolted on only when the customer asks for it. That’s 
not the way we do things. We start with security.”

Doug Peterson, Senior Field Application Engineer is very familiar 
with HSMs and has been using them within previous projects for 
many years. Prior to engaging with Thales for Data Protection on 
Demand, Identify3D already used HSMs as the root of trust to 
protect the company’s keys, and on premises at customer facil-
ities, but the company wanted to expand to provide HSM as-a-
service solutions. 

“Security is integral to everything we do,”
—Stephan Thomas, Chief Strategy Officer

In addition to the root of trust, Identify3D needed open-source 
EJBCA Certificate Authority. Thales’s crypto-agility enables the 
company to perform better faster using smaller key sizes enabled 
by elliptic curves. 

Identity3D was looking for an easy-to-use, cloud-based HSM solu-
tion for the following use cases:

• Certificate authority—to hold its keys
• Management component in the cloud to hold customers’ keys

The Solution

The team started with a 30-day free trial of Data Protection on 
Demand. They examined Data Protection on Demand as a key 
store and Certificate Authority (CA) in the cloud. As they tested 
the product, the team found it to be more usable and frictionless, 
making it easier for them to integrate into customer environments. 
Thales worked closely with the team and made some significant 
improvements to DPoD as they went through the evaluation pro-
cess. As they differentiate themselves in the market and advance 
their offerings with more crypto-agile solutions, Identify3D is look-
ing into additional use cases including Quantum-ready solutions. 

During the evaluation period, Thales enhanced Data Protection on 
Demand, increasing the number of keys that could be stored in 
each partition from 10 to 100, and added support for more RSA 
4096 keys. This was an important feature for Identify3D and was 
integral to their decision.



End Customer Benefits

There are many benefits to deploying and managing 
encryption, managing keys and hosting HSMs – 
on-demand and from the cloud, including:

• HSM as a managed service - redundancy, 
high availability and backup services included 
as a standard part of the 99.95% SLA

• Easy to deploy
• Zero upfront investment, low TCO and 

flexible usage-based pricing
• Proven, and tested Thales Luna HSM brand 

quality
• Separation of duties

Secure Open Banking Across the
Payment Chain with Treezor

and Thales

“The simple, ease of deployment and use 
that Data Protection on Demand provides 

aligns perfectly with Treezor’s vision to provide 
services simply, securely and cost-effectively 
across the entire payment chain, from tradi-

tional banks to the most innovative
fintech companies.”

 – Eric Lassus, General Director, 
Treezor



Business Need

As a company in the payments arena, Treezor is subject to nu-
merous, stringent regulations from CIPA to PCI DSS. Already very 
familiar with encryption and key management requirements, 
they were seeking a solution that would provide an HSM root of 
trust. The HSM needed to be integrated with the company’s pay-
ment gateway application that would encrypt primary account 
numbers (PAN), as required by regulations such as PCI-DSS. An 
innovative fintech solution provider, they wanted a HSM service 
that would provide them with the flexibility and agility they re-
quired, from a business and operational/technical perspective. 
Choosing to focus on their core competencies, they preferred 
not to manage the HSMs on-premises, and were looking for a 
cloud-based solution that fitted in with their OpEx business 
model.

Data Protection on Demand is a Cloud-based platform that pro-
vides a wide range of cloud HSM and key management services 
through a simple online marketplace. Other HSM on Demand 
services include:

• HSM on Demand for Private Key Protection – Secure private 
keys belonging to Certificate Authorities responsible for estab-
lishing PKI trust hierarchy.

• HSM on Demand for Digital Signing – Digitally sign software 
and firmware packages or electronic documents in order to 
ensure the integrity of the sender.

• HSM on Demand for Oracle TDE – Ensure that Oracle TDE 
data encryption keys are encrypted with a master key that 
resides within the HSM on Demand service for optimal perfor-
mance and scalability.

As their business grows, they are looking to add digital signing 
and other services. With Data Protection on Demand’s scalabilty, 
together with the built in separation of duties, they can offer 
each customer their own dedicated Cloud HSM services, secure 
in the knowledge that their data is segregated and protected.

The Solution

While seeking a remote HSM solution that would enable them to 
meet their security and management needs, Treezor discovered 
the Data Protection on Demand 30 day free evaluation. They 
signed up and were impressed by the ease of use and the speed 
of the deployment of their test. In parallel, they also looked at 
alternative solutions but SafeNet Data Protection on Demand’s 
high availability solution and committed SLA put it well ahead of 
any other solutions they considered. By not only offering a re-
mote HSM service, but in fact a comprehensive managed ser-
vice, Thales was able to provide them the assurances they need 
to run a trusted, reliable banking-as-a-service. These included 
redundancy, high availability and back up services included as a 
standard part of the service, as well as helping to ensure compli-
ance to SEPA and regulations such as PCI-DSS.

During the evaluation phase, they were very impressed by 
SafeNet Data Protection on Demand’s point-click ease of use, 
and signed up promptly for the SafeNet Data Protection on De-
mand HSM on Demand service that enabled them to set up a 
certified key vault for applications or integration requirements 
using the HSM on demand Service.



Keyfactor and Thales partner together to 
enable digital transformation and secure cloud 

migration for enterprises

“Data Protection On Demand provides 
the innovation not seen from other 

cloud HSM solutions, and Thales was 
the only vendor that met our stringent 

requirements for security, reliability and 
ease of operations. We’re thrilled to 

partner with them – it’s truly a ‘better to-
gether’ scenario for customers.” 

– Ted Shorter, Co-Founder & Chief 
Technology Officer at KeyfactorAbout Keyfactor

Keyfactor is a leading provider of secure 
digital identity management solutions that 
enables organizations to confirm authenticity, 
and ensure the right things are interacting in 
the right ways in our connected world.

From an enterprise managing millions of 
devices and applications that affect people’s 
lives every day, to a manufacturer aiming to 
ensure its product will function safely through-
out its lifecycle, Keyfactor empowers global 
enterprises with the freedom to master every 
digital identity. Its clients are the most innova-
tive brands in the industries where trust and 
reliability matter most.



Partnership
The combination of Keyfactor’s PKI solutions and Thales’ cloud-
based Data Protection on Demand or on-premises Luna Hard-
ware Security Modules (HSM) allows enterprises and creators of 
IoT-enabled products to operate a secure public key infrastruc-
ture (PKI) in cloud or client-hosted environments while securing 
the entire PKI hierarchy. Building on the foundation of ensuring 
a secure enterprise for every client, Keyfactor solutions enable 
institutional control, compliance and governance for authenti-
cation, encryption and signing. Users of the combined solution 
are able to quickly recognize the benefits of a dedicated, highly 
customizable, and secure PKI, with the flexibility, scalability, and 
rapid deployment models of cloud delivery. Cloud solutions 
enabled by this partnership include PKI, SSL application security, 
code signing, firmware updates, IoT device management, data 
encryption, key management, and user access control.

Until this collaboration, enterprises needed to build and inte-
grate disparate systems to realize the value of digital transforma-
tion. Without cloud-based root of trust and strong key manage-
ment, the large scale of IoT deployments would not be possible. 
Now, enterprises can efficiently deploy these secure cloud- based 
services within hours, maintaining trust at scale. The solution 
interacts with every PKI use case, both public and private, and 
provides lifecycle management for every identity and key pair at 
massive scale. No other provider combination of products can 
deliver the breadth of use cases and the rapid deployment of the 
Keyfactor / Thales offerings.

Next-gen Medical: Real-Life Use Case
The most recent use case involved a well-known Fortune 500 
biotech company that recognized the need for continuous secu-
rity for installed medical devices on a global scale. They needed 

high assurance that data being transferred between patients and 
back-end networks was consistently secure and would remain 
authentic throughout the communication. This secure connection 
needed to be accessible under every circumstance – wherever 
the patient would be, anywhere in the world. Requirements also 
included that the firmware was to be signed by the manufacturer 
and verified by the pacemaker. In healthcare, protecting the firm-
ware signing keys are literally a matter of life and death.

The innovative solution included Keyfactor Control and Thales 
Luna HSMs. Features included secure device credential issuance, 
firmware code signing and verification, code signing private keys 
protected by Keyfactor and Thales’ tight, auditable private key 
controls and private key secured in HSM at all times.

The solution allowed the customer to create an innovative process 
that maintained data safety throughout every communication. 
The data encryption public key and root of trust were installed in 
the medical devices; the device would then verify signed firmware 
against root of trust. The device encrypted patient data with the 
public key and then encrypted data flowed through Windows 
Azure, allowing for global data access reach, all while remaining 
encrypted data could only be decrypted inside the manufacturer’s 
data center, using data encryption private key and Luna HSMs.

The organization is looking to leverage the benefits of a cloud 
HSM for optimal efficiency and scalability, and plans to incorpo-
rate Data Protection on Demand into their solution set. Whether 
on-premises, in the cloud, or a hybrid solution, Thales HSMs 
maintain stringent requirements for security, reliability, and ease 
of operations. Both delivery models allow customers to own their 
PKI, while minimizing security risks.



Background
The customer wanted to add security 
to their offer and needed to secure the 
keys used for electronic signatures.  As 
a smaller company, they did not want 
to provision and manage their own bill-
ing, or spend funds for capex.

Business Challenges

The company wanted to add security 
to their offer by securing the keys used 
for electronic signatures to ensure the 
identity of the publisher and the integri-
ty of the data.

Solution

The company chose HSM on Demand 
from DPoD and uses the Key Vault to 
secure the keys for a cloud -based 
electronic signing application

Benefits 
By using an HSM service, the company 
could provide customers with a service 
to store the signing credentials (PKI 
private keys) and prevent them being 
compromised.  DPoD was chosen be-
cause it provided the following: 

• Zero upfront investment
• Integral services such as HA and 

back up were provided as part of the 
package

• Cloud-based pricing
• On-demand delivery
• Multi-tenant capability with complete 

segmentation of each customers keys
• Centralized management

Customer
The customer provides managed services for their customers, and developed an enterprise-wide software to 
organize documents, create business processes, sign documents electronically, and measure analytics. Driving 
the Enterprise Content Management (ECM) business, this company was one of the first to launch a web-based 
ECM product. Today they lead the way with products that incorporate the best of ECM, business process man-

HSM on Demand for Digital Signing



Background
Customer was looking for a PKI key 
vault solution, specifically for certificate 
signing. The introduction of PCI (Pe-
ripheral Component Interconnect) into 
consumer electronics drove the change 
to have encryption keys embedded into 
some consumer headphones the com-
pany was manufacturing. Thus drove 
the need for certificate signing. The 
company needed a scalable, easy way 
to ensure that their code had not been 
modified since it was signed. It needed 
to be compliant with specific digital 
signing requirements.

Solution
DPoD HSM on Demand for Digital 
Signing was selected and allowed the 
customer to focus on quickly address-
ing their use cases and avoid addition-
al IT hardware infrastructure costs.

Digital Signing is generally an easy to 
deploy use case and has been proven 
to be up and running in a very short 
time by a number of different custom-
ers. 

Points that sealed the deal
• Fast and easy accessibility to the 

Data Protection on Demand evalua-
tion

• In house digital signing use case was 
perfect fit for DPoD

• Easy to test, use, and deploy with the 
scalability and elasticity required

• Knowledgeable sales team recognized 
what products suited their needs

• Predictability of costs
• All-inclusive package compared to 

other solutions that required addi-
tional components for integral re-
quirements such as HA and back up

• Integration with existing technology 
and IT Services

Customer
The company is a privately held American corporation that designs, develops and sells audio equipment. The 
company is best known for its home audio systems and speakers, noise cancelling headphones, professional 
audio systems, and automobile sound systems. 

HSM on Demand for Digital Signing



Background
The bank uses CyberArk, and was an 
existing Thales customer for both Luna 
Network and Payment HSMs. The Cy-
berArk Privileged Account Security Solu-
tion – the CyberArk Digital Vault – has 
the option to select an HSM solution to 
provide robust security for cryptograph-
ic keys used to access safes or files 
within the CyberArk solution, ensuring 
confidentiality, integrity and availability 
of critical enterprise data. The bank has 
HSMs, but their maintenance renewal 
for the Luna Network HSMs had lapsed 
and they were in the process of deter-
mining how to proceed. Bank policy 
requires keys remained securely stored. 

Solution
HSM on Demand for CyberArk Digital 
Vault provides a root of trust for Cyber-
Ark Digital Vault’s top-level encryption 
key in an HSM. By generating the serv-
er key using HSM-based entropy, HSM 
on Demand provides secure key stor-
age for CyberArk Privileged Account 
Management system keys.

Less than 10% of organizations using 
CyberArk actually use an HSM to se-
cure their master keys, a good cross/
up-sell opportunity for partners selling 
CyberArk. 

Points that sealed the deal
• Securing CyberArk Digital Vault’s 

top-level encryption key within an 
HSM worked smoothly

• Easier to sign off on OpEx expendi-
ture

• Decision made easier because it tied 
to bank’s “Cloud First” policy

• The cost was less than reinstating the 
lapsed maintenance renewal contract

• CyberArk recommends storing keys 
in an HSM 

• Significant cost savings
• Familiarity with Thales Luna HSMs

Customer
 A tier 2 bank in UK is in the process of kicking off a “Cloud First” strategy, and is moving away from their 
physical data centers over the next few years. All new projects must look to leverage cloud based services as a 
priority – including upgrades or refreshing of existing infrastructure components.

HSM On Demand for CyberArk



Background
The public keys for the company are 
embedded in consumer TVs, laptops, 
tablets, etc, using the device register, 
with the private keys stored in the AWS 
Classic HSM. These keys are embed-
ded and cannot be extracted, as part 
of their security mechanism.  Since their 
infrastructure is cloud-based, they were 
keen to continue with a cloud-based 
service so we introduced them to DPoD. 

Solution
Security and SLA are of prime impor-
tance to the company, so the account 
team worked with the DPoD team to re-
view the DPoD security and infrastruc-
ture whitepaper to ensure requirements 
would be met.  The company elected 
to use three instances of HSM on De-
mand, one for North America, one for 
Europe, and one for testing.  

Some training was required to bring 
the customer’s team up to speed on the 
latest capabilities. 

Points that sealed the deal
• Easy migration of private keys from 

AWS Classic HSM (Luna 5) to DPoD 
• Easy to test and prove the integration 

of their legacy application into the 
DPoD service

• Quick and easy setup of DPoD – with 
excellent levels of technical support

• Longer term potential for Hybrid 
infrastructure creation – which other 
cloud providers could not promise

• Great value – compared to other 
cloud offerings the low TCO for 
DPoD was a big selling point

Customer
This company is a leading internet entertainment service and a long time customer of Thales products, by sub-
scribing to AWS HSM Classic, a white labeled version of Thales Luna Network HSM 5.  When AWS announced 
it would end of life the AWS HSM Classic, many AWS HSM customers were required to migrate to the new 

HSM On Demand



It’s all about the data, 
so make sure it’s secure. 

Try Data Protection on Demand now.

FREE 30-day evaluation

https://safenet.gemalto.com/data-protection-on-demand/marketplace


